Cetn HI'TY

e YasieHHOe NOAKAKYEHUS K KOpnopaTuBHoW cetn HI'TY

e OTKpbITaa Wi-Fi cetb HI'TY




YaoaneHHoe noakayeHnsa K
KopnopaTtuBHoun cetmn HI'TY

YcTaHOBKa yaoa/IeHHOro NoaK/A4YeHNs K
KopriopatmusHon cetn HI'TY

1. 3anycTuTb ycTaHoBLWMK ldecoAgent.msi (MoXXHO CKayaTb 34€eChb:

https://proxy.nntu.ru:8443/IldecoAgent.msi)

2. MNMocne oKOHYaHWS YCTAHOBKM 3aNyCTUTb NpUaoXeHue areHTa(sapsblk ldecoAgent Ha
paboyem cTone nnu B MNycke)

3. MNepenTn B HAaCTPOMKKN, Ha>KaB Ha LLIECTEPHIO

W Ideco Client - v19.3.442.0 - oy

0 IDECO CLIENT

AeTopuzaumna --_________’- l:l

BeiGepute npodnne =

AETDFIHE‘-DEETI:CFI

& He aeTopnzoean



https://proxy.nntu.ru:8443/IdecoAgent.msi
https://help.nntu.ru/uploads/images/gallery/2026-09/ideco-client.png

4. Ha)xaTb KHonky "Co3paTb npodub
W Ideco Client - v19.3.442.0 - oo

. IDECO CLIENT

< | Hactpoiikm

Co3gate npodune

5. BBecTu Ha3BaHue npodunsa (MoxxeT ObiTb S0ObIM), JIOTUH U MapoJib OT KOPNOpPaTUBHOM
yvyeTHonm 3anucum HI'TY.

JloruH yka3sbiBaeTcs NoJsHOCTbIO ivanov.ii@nntu.ru

6. B cTpoke "CepBep" BBecTu proxy.nntu.ru
W Ideco Client - v19.3.442.0 — X

. IDECO CLIENT

Pepaxtmposanwne npodwnn

Hazeanwe npodmna

NaruH

|hap-:.l1|:

Cepeep

CoxpaHnTe naponk

rlD,.'.'l,F'_"II'C‘-IETI:EH dETOMATHLEECKA

CoxpaHute OTmena

7. HaxaTb "CoxpaHutb"


https://help.nntu.ru/uploads/images/gallery/2026-09/ideco-client1.png
mailto:ivanov.ii@nntu.ru
http://proxy.nntu.ru/
https://help.nntu.ru/uploads/images/gallery/2026-09/ideco-client2.png

8. BepHyTbCsa Ha rnaBHylo

W Ideco Client - v19.3.442.0 -

. IDECO CLIENT

< | Hacrpoiixm

Hazeanwe npoduna

u

Co3aate npodune

9. BbibpaTb HeobxoanMbI Nponab

W Ideco Client - v19.3.442.0 -

. IDECO CLIENT

ABTOpU3aLMA \

BriGepute npodmne

ABTOpPWICEATECA

£ He astropuzoean



https://help.nntu.ru/uploads/images/gallery/2026-09/ideco-client3.png
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10. HaxxaTb KHONKy "ABTOpPM30BaThCA"

W Ideco Client - v19.3.442.0 - *

. IDECO CLIENT

ABTOpU3aLMA l:l
Hazeanwe npoduna = |
ABTOpPWICEATECA
£ He astropuzoean T

[MpnmMep 3anoJIHEHHOIr O NPoUIA NPefoCTaB/IeH Ha KapTUHKE HUXe
W deco Client - v19.3.442.0 — Py

. IDECO CLIENT

Pepaktuposanme npodna

Moi npodune

ivanov. ii@nntu.ru
R RERRERRER

proxy.nntu.ru

CoxpaHuTe Napons

I OAKNHYaTeCA aBTOMBTHHECKK

CoxpaHuTe OTmena

[Mooknw4veHne Ha Android


https://help.nntu.ru/uploads/images/gallery/2026-09/ideco-client5.png
https://help.nntu.ru/uploads/images/gallery/2026-09/ideco-client6.png

1. Nepengnte B VPN B pazgen HacTtpoukm -> MopgkniovyeHusa -> Apyrue HaCTPpoOuKM.
Mpn Heo6XxoAMMOCTW BOCMO/Ib3YNTECh CTPOKOW MOUCKa MO HAaCTPoOMKaM.

2. Co3panTe HOBOE MOAKJIOYEeHNe

3. BbibepuTte TMN NOOKNIOYEHMSA U 3aMN0JIHUTE caeytowme nons:

Ona NoAKNOYEHUS NCMO/b30BaTh C/leaytollme napamMmeTpbi

ALpec cepBepa proxy.nntu.ru

Tun nopkntoyeHus L2TP ¢ IPsec nmnbo IKEv2 c IPsec
O6Lwmnin NnpeaBapuTenbHbIN KNtoY IPsec privetl23!

Ecnnm tun nogkntoydyeHus IKEv2/IPsec MSCHAPvV?2:

e IMA - MA noaktoyeHus. BeeouTte ideco;

Anpec cepBepa - proxy.nntu.ru;

NoenTndumkaTtop IPsec - Ball 1OrMH OT KOPNOPaTUBHOM y4eTHOW 3anucm HITY;
Ceptudukat LC IPsec - "He npoBepaTb cepBep" (He 3aN0/HATD);

CepTudukat cepBepa - "lMony4eHo oT cepBepa" (He 3amMosIHATL);

Nma nonb3oBaTens - IOTMH OT KOPNOpaTUBHOM y4eTHOW 3anucn HITY;

JIOrMH yKa3blBaeTCs NOJIHOCTbIO ivanov.ii@nntu.ru

[Maposib - maposib NoJsib30BaTeNA.


http://proxy.nntu.ru/
mailto:ivanov.ii@nntu.ru
http://proxy.nntu.ru/

MameHnTb VPN
Y E]

|
Ideco]

Twun

IKEv2/IPSec MSCHAPV2

epa

proxy.nntu.ru

Ceptudukar LIC IP
He NpoOBEPATb cepBep. ¥

CepTtudu

lMonyveHo OT cepeepa ¥

[Maponb

..... ssssssss

) Always-on VPN

Ypanutb OTmeHa CoxpaHuTtk

Ecnn tun nogkntoyeHuns L2TP/IPsec PSK:

Nma - nma noakntodeHnsa. Beeoute ideco;

Appec cepBepa - proxy.nntu.ru;

O6wunn kntov IPsec - privetl23!
ima nonb3oBaTens - IOrTMH OT KOPNOPaTUBHOW y4eTHoW 3annucu HITY;

JIOrnH yKa3blBaeTCs MOJIHOCTbIO ivanov.ii@nntu.ru

I'Iaponb - MapoOJib NOJib30BaTeENA.


https://help.nntu.ru/uploads/images/gallery/2026-09/2e0fd20c-781a-4e70-887d-3feeb249e3032.jpg
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18:01 & 24

NameHeHune npodpunsa VPN

HaspaHue

Ideco
Tun

L2TP/IPSec PSK
Agpec cepeepa
proxy.nntu.ru

Knioy L2TP

! He NCNnonb3yeTcAa
Yy

eHTudukaTop IPSec
(He ucnonb3yeTcA)
06WwuiA npeaBapuTensHbIA Knod IPSec

[C] DononHuTtensHo

Wmsa nonb3oBaTtens

Maponb

MoctosHHas VPN nogaepKueaet ToNbKo
4yucnoBble agpeca cepeepos

4. Haxmute CoOXpaHUTb 1 aKTUBUPYNTE NOAKIIIOYEHME.

[Togknw4veHme Ha 10S


https://help.nntu.ru/uploads/images/gallery/2026-09/ideco-vpn-phone.jpg

4. 1. MNMepenguTte B pasgen HacTtpouku -> OcHOBHbIe -> VPN:

10:03 ol LTE )

£ HacTtpoiku OCHOBHBIE
AirPlay w Handoff

KApTUHESE B KapTUHES

CarPlay

XpaHunuwLe iPhone

DBHOBNEHWE KOHTEHTA

HaTta v epema
Knaeuatypa
Wipiadgibl

A3kl W pervoH

Cnoeapb

VPN He nogknpseHo

2. Haxxmnte fob6aButb KOH¢pUrypauuio VPN:
10:04 Wil LTEW |

< OcHOBHBEIE VPN

NoGaenTe KoHDKrypauwo VPN...

3. BbibepuTte TN NOOK/IOYEHUS N 3aMNOJIHUTE COOTBETCTBYHOLLME NONS:

Ecnnm Tun nogknoyeHuns L2TP:

4. e OnucaHue - Ha3BaHue coegnHeHns. Beegnte ideco;

e CepBep - proxy.nntu.ru;

e Y4yeTHas 3anuchb - Ball JIOTMH OT KOPNopaTUBHOW y4eTHon 3anucu HI'TY;
e [laposib - Maposib NOJIb30BaTENS;


https://help.nntu.ru/uploads/images/gallery/2026-09/2026-09-03-11-24-17.png
https://help.nntu.ru/uploads/images/gallery/2026-09/2026-09-03-11-24-35.png
http://proxy.nntu.ru/

e 06K KNtOY - privetl23!

COTMEHWTE HacTpoWka FoToBo
Tun L2TP
Onucamue

Cepeep

YuaTHaR 3anuchk

RSA SecurlD
MNapons
OIBLLMA KoY |
LnA Boex JaHHbIX D
NPOKCIA

Y & umw AnTe

Ecnn Tnn nogkntodeHus IKEv?2:

4. e OnuncaHue - HasBaHMe coefnHeHWs. Ha3zosunte ngtu;

e CepBep - proxy.nntu.ru;

e YaasneHHbin ID - proxy.nntu.ru;

e /IMa nonb3oBaTeNs - Ball JIOFMH OT KOPNOpPaTMBHOW y4eTHOM 3anucy HITY;

JIornH ykKasblBaeTCs MOJIHOCTbIO ivanov.ii@nntu.ru
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e [laposib - Maposib NOJIb30BaTENA.

OTMEHWTE Hacrpoika loToBo
Tun IKEw2
Onucanue

Cepeep

YnaneHHsA 1D

NokaneHeli 1D

NAPAMETPBEI AYTEHTHE®HEALIMK

AyTeHTUgMKaLMA HMma nonszoBaTena
M nonezoeartena

MNaponk

NPOKCIA

Biain. BpyuHyso AETO

4. Ha>xmute 0TOBO;
5. Ons nogkao4yeHUsa nepeBecTun nepekstodaTens CTaTycC BrnpaBo:

{ OcHoeHble VPN

KOHOWMINYPALLMM VPN

Cratyc MoAKNoYeHO (/

~ VPN o

Oo6aeuTb koHGMrypaumio VPN...

[Tookn4vyeHne 6e3 yCTaHOBKM areHTa

4. 1. OTKpbIBAeM LEHTP ynpaBJieHnsa ceTammn n obimm gocTynom, Beibpaem cosnaHue
HOBOIO MOAKJIYEHUS N CETU


https://help.nntu.ru/uploads/images/gallery/2026-09/2026-09-03-11-25-08.png
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wn

s* LlenTp ynpasneHns cetAmn n oBLmm AocTynom
ww

€« “ 4 5¢ » MNanens ynpaenenna » Bce anemenTel naHenw ynpaenedna » LlenTp ynpaeneqna ceTamm u oBLymm goctynom A ] Mowck 8 NaHenn ynpaen

MpocMOoTp OCHOBHBIX CBEAEHMI O CETM M HaCTPOMKa NOAKAOUEHUA
Manens ynpasnenus —

CMALLHAA CTPaHuUa -
A P u rlpOCMOTp 3KTHBHbIX CETEN

WMzmenenmne napameTpos

aganTepa nntu_student Tun goctyna: WHTepHeT
YacTHana cets Moaknrouerna: [ Ethemet 2

W3MEHNTE 4ONDAHNTENBHEIE

napaMeTpel obLLEro AocTyna

Mapametpel noTokosoil [3MEHEHNE CETEBBIX NApaMETPOE

NEPELaY MYy NETUMELNE
ﬁl CozaaHKe W HACTPOIiKa HOBOID NOAKNHIYEHNA WK CETH
e

HacTpoiika wupokononocHore, komMyTupyemoro wnn VPMN-nogknodenna anBo nactpoiika
MEPLUPYTM3ATOPa MK TOYKK A0CTYNA,

@ YcTpanerue Henonagok
[MarHocTHKa M NCNpaeneHine NpoBaem C CETER AN NoyYeHne CBEREHMI oF ycTpaHeHm
HENGNAACK.

Cw, Takcke

Bpanamayzp 3almTHmKa
Windows

Ceoiictea Gpaysepa

2. Bbibupaem noaknatoyeHne K pabovyemy MecTy

@l HacTpolika nogkniodeHna nnm ceti

BoibepWTe BapWaHT NOAKNHOUEHWUA

Moaknroverne K MHTeprety
HacTpodka WMpoKononocHore Win KoMMyTUPYEMOre Nogeniodedns K FMHTepHeTy,

L i CO343HME N HACTPOIKE HOBOI CETH
cagg, HacTpolika HOBOro MapLUPYT3ATOPa MK TOHKN 40CTyNa.

MogentoueHne K pabouemy MecTy

HacTtpoika TenedodHoro mnn VPMN-nogknioyeHna K pabodemy MecTy.

| Janee || CTrena

3. Bbibnpaem «Co3fnaTb HOBOE NOAKIIIOHYEHME»


https://help.nntu.ru/uploads/images/gallery/2026-09/no-vpn-01.png
https://help.nntu.ru/uploads/images/gallery/2026-09/no-vpn-02.png

« LIh MogknroyeHne K paBodemy MecTy

Bhl XOTWTE MCNONL30BATE MMEHILLEECA NOAKNHYEeHWe?

(®iHet, co33Th HOBOE NOAKAKOYEHNE

(0 [a, ebiBpath cyLLECTEYHOLLEE NOAKAHIYEHNE

VPM-nogenioueHmne

NAMN Miniport (L2TP)

| Hanee || Otmena

4. Bbibupaem «l/cnonb3oBaTb Moe NogktoyeHmne K MIHTepHeTy (VPN)»

« LIh MoaknroyveHe K paBodemy MecTy

Kak Bbl XOTWTE BbINOAHWTE NOAKNHIUEHWE?

—) Wcnonb3osate Moe nogkntoueHue K UHteprety (WPN)
: MogknroueHne Yepes MIHTepHET € nomMoLb BAPTYaNbHOR YacTHOR ceTin (WVPN].

N @

— Wcnonbzoeats npaAMoi Habop Homepa
Mpamoe nogenoueHne K TenedoHHomy HoMepy Be3 Boroaa B FiHTepHeT,

AN [

CTrmena


https://help.nntu.ru/uploads/images/gallery/2026-09/no-vpn-03.png
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5. BBogunm agpec proxy.nntu.ru n Haxxmmaem «CosgaTb»

— >
[==]
€ g Moagkntouedne k paBodemy MecTy
Beeawte aapec B VIHTepHeTe
3tor dapec MOXHO NONYYATE Y CETEBOTD aAMWHWCTRATORA.
Aapec B MHTepHeTe: proxy.nntu.ru
rA 0BbekTa HAaZHAYEHKUA: VPMN-nogentoueHne 2
[ Wcnonssosats cmapT-kapTy
[+] 3anomHuTe YHETHBIE A3HHEIE
G I:l EEE-FI'ELIJHTI:- WMCNONb30EATE 3TO NOLKNHIYEHWE ADYTHUM NONb30EATENAM
FtoT napamMeTp NO3B0NAET J'IHD&DM}" NoNb3ICEATENHD, UMEHILUEMY AOCTYN K ITOMY
KOMAOBHITEDRY, MCNCNE30EATE JaHHOE NOJKNHYEHHE,
o
6. [anee nameHsem rnapamMeTpbl NOOK/IIOYEHNA, HAXKMMaeM «/I3MeHUTb rnapamMeTpbl
afanTtepa»
-E' CeTeBbIE NOAKAMIYEHMA
T .E' » Manens ynpaenenma > Cete v MHTeprer » CeTeBbIE NOAKNHOYEHMA &
¥nopRaounTe ¥ 3anyck NoAKNHYEHHA [MepenmeHoBaHUE NOAKNHOHEHHA ¥aaneHue NogKNHOYEHNA Hactpoiika napametpos no
""-h Ethernet 2 "'-h ldecofigent "'-h VirtualBox Host-Only Network
%‘: nntu_student %ﬁ: Cereeoil kaBenk He NogKNOYEH %ﬁ: MogkntoueHo
@7 Realtek PCle GbE Family Controll.. 3§ T IdecoAgent Tunnel @ET VirtualBox Host-Only Ethernet Ad...
= | VMware Network Adapter VMnet1 = | WMware Network Adapter VMnet8 = VPN-nogknodeHne
A A Ak
’ Moaknioyero - MogkntodeHo | Omentoveno
WD VMware Virtual Ethernet Adapter ... W VMware Virtual Ethernet Adapter ... @z WAN Miniport (L2TP)
l: VPMN-nogntoueHine 2
™
| OTtknioue
@z WAN Min MogrnoYMTE/OTIKNIOYHMTE
CocToAHKe

C,qena'rb NoJKnHYeHWEM NoO YMOAYaHWHDY

Cozaate Konuw

Co3pate ApbIk
G Yaannute

") Mepewmerosats

G CeoiicTea

7. Bbibupaem cospgaHHoe VPN-nogkntoyeHne, penakTupyemM CBONCTBA


http://proxy.nntu.ru/
https://help.nntu.ru/uploads/images/gallery/2026-09/no-vpn-05.png
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8. Bbibupaem Bknagky «besonacHocTb», Tun VPN Bbibnpaem npoTokon L2TP ¢ IPsec

= VPN-nogenrouenme 2: ceoiicTea *

O6wwe MNapametper BesonacHocTs Cemw  Hoctyn
Tun WPN:

ABTOMAETMHECK e

ABTOME THYECKN
TyHHENEHEI NpoToKon Todka-Touka (FPTP
atokon LZTP ¢ |Psec (L2TP/IPsec)

S5TP (Secure Socket Tunneling Protocal)
IKEv2

MNpoBepka NoAMMHHOCTH

i) MNpoToKon pacluMpeHHoN NpoBEpkM nognuHHocTH (EAF)

i) PaspewwTs cnegytolwume npoTokos! CeoitcTea

Ina VPN Tvna IKEvZ GyoeT wcnonesoBaH
EAP-MSCHAPvZ. Ona ppyrie ninoe WP N erifepute
NioBkle US 3TAX NPOTOKOMNDE .

HesawwdposanHeii napons (FAP)
[poTokon nposepkw napana (CHAP)
MpoTokon Microsoft CHAP sepoin 2 (MSCHAP v2)

Hecnonesosate aBTOMaTHYECKK MMA EX0A3 ¥ Naponb
Windows 1 uma gomeHa, ecnm cywecTeyeT)

O

9. Nanee HaxuMaeMm «[JonosHUTEsIbHbIE MapaMeTpbI»
10. Bbibupaem «[nsa npoBepKU NOAJMHHOCTM MCMNOJIb30BaTb OOLLMIA KOY» N BBOAUM
kstod privetl23! n Haxxumaem OK

dononHuTeneHele CBORCTEE >

LITP

(®) 1nA NpoBEpKM NoAMMHHOCTM MCNONL30BaTE oBWMA KoY

Konnou: | |

() Mnone30BaTE CEPTWMKAT LLNA NPOBEPKH NOLMMHHOCTH

OpoBEpMTE TPMBYTEI MMEHI M MCNONE30BEHUA ¥ CEDTUDMKATA
CEpEEpa

Omveria
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11. B TOM e BKNaaKe BbibMpaeM pagnoKHOMKY «Pa3pelnTb caenyoume npoToKOo bl ».
®dnarv octaBssseM KakK Ha CKPpUHLLIOTE N Ha>xnMmaem OK

é YPM-nogkaryerne 2 cecicTea >

O6wwe [apametpwl besonacHocTe Cemwe  doctyn
Tun VPM:
MpoTokon LZTP ¢ IPsec (L2TP/1Psec) e

EﬂnnunHHTganble napamMeTpkl 1
=

WnehpoBaHWe AaHHBL:
HeoGAsATENEHOE (MOAKNYMTECR 0axe BE3 WMDpOBaHWA) o

lMpoEEpKa NOAMMHHOCTH
i) MNpoTokon paciMpeHHofi Nposepky noanuHHocTh (EAP)

{®) PaspewwTs cregyowme NpoTokos! CaoiicTea

[ ] Hesawwmsposantkil napont (PAP)
[ ] OpoTokon nposepku napona (CHAP)
MpoTtokon Microsoft CHAP eepoiia 2 (MS-CHAP v2)

[]Menonezosate S8TOMETMYECKW MMA BXOAE W NEP0Ns
Windows {1 MMA DoMeHa, ECIK CYWLECTEYET)

0K OmmeHa

12. Bo BkNlagke CeTeBble noakaovyeHns Windows Bbibrpaem co3gaHHoe VPN-
noakJtoyeHne n mem «MogkKIYnNTbCA»

‘: VPM-nogrnrodeHne 2
“‘-EZM OTenrodeHo

@z v

MogrnryuTe/oOTKAHYKNTE

CocToAHWE

C,ﬂ,EﬂETb NogkNHYEHHWEM NO YMOAYaHWUHD

Co3gate KoNWH

Co3gate ApAbIK
0 Yaanurs

% MNepenmenoeats

G CeolcTea
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13. W panee BBOAWM JIOTUH N Maposib N HaxxnMaem OK

nntu_student
[TogkntoueHo

O‘ZD VPMN-nogknoueHue 2

MoaknounTeECA

10:16
04.12.2023

A~ T 1) ENG

Ona Windows 11

Ona paboTtel Ideco Client Ha Windows 11 HeobxoAMMO AOMNOJAHUTENBLHO NOCTaBUTh
komnoHeHT Virtual Machine Platform.

1.YcTaHoBUTe nocneaHioto Bepcuto MS Visual C++ Redistributable.

2.Haxxmute kombuHauwmto knasuil Windows + R n BBeauTe KoMaHay appwiz.cpl.

3.B neBow 4YacTu okHa BbibepuTe BkatovyeHne nnm oTknyeHme KomrnoHeHTos Windows.
4.Bknovnte pyHkumto Virtual Machine Platform (MnaTdopma BUpTyasbHON MaLUUHBbI).
5.Haxmute OK 1 nepesarpysmte KOMMbOTEP.

OONONMHUTENIbHO, MOXXHO MPOYNTATb 3Ty CTATbiO:

https://docs.ideco.ru/v19/ru/ngfw/settings/users/ideco-client/
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OTKpbiTad Wi-Fi cetb HI'TY

Kak noakntouynTtbecs K Wi-Fi ceTu

IOna nogkntodeHusa Bam notpebyeTcs:
e UMa ceTu: nntu_student
e Uma nonb3oBaTena: Baw norvH ot ydyeTHoun 3anucu JIK CotpyaHuka nnm JIK CtyneHTa

e Baw naponb: Baw naposib oT y4eTHoW 3anucu JIK CotpyaHuka nam JIK CtyaeHTa

NHCTpyKUUKM N8 nosyYyeHus gocTtyna:

e [loctyn B JIK CoTpygHMKa

e [loctyn B JIK CTygeHTa

HacTponka nogknwo4yeHnsa Ha Android

YpnoctoBepeHue: 510 Baw sorunH oT JIK CoTpyaHuka nnm CTygeHTa
Maponb: 370 Naposb OT y4yeTHoM 3anucu JIK CoTpyaHuka nnm CTyaeHTa
Ceptudukar: BoibpaTb "He noaTBepxaatb"


https://help.nntu.ru/link/50
https://help.nntu.ru/link/45

lNogknyaTbea aBTOMATUYECKU

MNapons

...... @
MeTon EAP
PEAP

CepTudukat

He nonraepxaats MNpoeepKka NCANMHHOCTK 3Tana 2
MSCHAPV2

CepTudukaT He yrazaH. Bawe nogkmoyeHue se ByOeT NprUBaTHLIM.
AHOHUMHBIH NONL30BATEND

MogknwyaTbca aBTOMaTUYECKKN ()

v Ewe
MNapameTpsbl IP
MoakniounTbes DHCP
Mpokewm
Her
CeTb ¢ NUMKTHBIM NOAKNHYEHMEM
ABTOMaTH4ECKDE onpegeneHie
Tun MAC-appeca
PaxpomusrposaHHblil MAC-agpec
MogknwounTCcA

HacTponku noaksodeHns Ha Apple

Monb3oBaTenb: 370 Baw soruH oT JIK CoTpyaHuka nnn CtygeHTta
Maponb: 370 Naposib oT y4yeTHOM 3anucu JIK CoTpyaHuka nnm CTyaeHTa
Ceptudukar: BuibpaTtb "[oBepsaTb"
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